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To
As per list attached
(CERT-in empanelled agency for security audit)

Sub: Third party security audit of Industry Academia Web Portal of
Department of Chemicals and Petrochemicals — reg

Sir/Madam

| am directed to say that the Industry Academia Web Portal hosted at
Local Server is to be audited. For this, a third-party security Audit is required
to be done. The vendor should be CERT-in empanelled. Tentative Scope of
work is indicated in the annexure attached. Terms and conditions are as
under:-

. Rates should be quoted for complete work irrespective of number of

interactions/visits.

ii. Rates should be inclusive of all taxes.
i. Onsite services are required in Delhi. No TA/DA/Hotel Accommodation will be

provided by the Department.

. No advance payment will be made by the Department. Full and final

payments will be made on satisfactory completion of the job.

2. It is requested to quote the estimates of expenditure and time to be
taken for carrying out the Third-Party Security Audit of the Industry
Academia Web Portal and should be submitted in sealed envelopes.

3. The response should be reached to the Under Secretary (Admin),
Department of Chemicals & Petrochemicals, Room no. 434- C, Shastri
Bhawan, New Delhi, latest by 03.12.2025.

Yours faithfully

Encl: Annexure M

(Shibu Das)
Under Secretary to the Government of India
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Ministry of cp-m&tf:.ﬁl‘m
i) Sr. Director (NIC) — with the request to upload the notic&m%« =

Deptt of C&PC wmred) sy ré Freedt /Shastri Bhawan,N.Dsihi
ii ) Shri W.B. Santhosh, Director, DC&PC




ANNEXURE

Industry Academia Web Portal application

Application details

. |Scope of Work

Application

. |Application name

Industry Academia Technology Application

=
o ofﬂ

. |Brief description of

application and its
functionality

The department aims to establish a dedicated
|platform that facilitates interactions, partnerships,
and technology matchmaking between these
stakeholders. The platform will feature
administrative interfaces for monitoring and
enable R&D organizations to showcase their
available technologies while allowing industries
to exhibit their technological requirements.

Url of the target application
on test server for Audit

Local server

Type of Application (Internal
|OR Internet Facing)

Internet facing

O 9 N Y

Site users (closed user
roup and/or open to public)

Open to public

ogin Modules present in
the Application (e.qg. for
normal user, supervisor,
administrator, etc)

Four Modules

Login Modules and names
of the modules in the
apolication (Landing page,
Account Summary, etc.)

Four modules (Industry, Institution, Admin, View)

Approximate total number of
[pages are present in the
application

Approximate number of
dynamic
(transactional/taking user
input) pages are present in
the application

10.

Application roles/privilege
levels of user in the
application? [e.g. end-user
with read-only access,
supervisors with read and
madify access,
administrators with create
user privileges, help desk
lengineers with read

Industry(Read, Write access)
Institution(Read, Write access)
Admin(Read, Write access)
View(Read only)

11.

Development platform of the
application (for Ex. Java,
NET, PHP etc)

Laravel, PHP

T2

External system with which
the application interfaces
with

Not Applicable

13.

CMS (Content Management

it e wxane/Govl. of india
et e sl /Shastri Bhawan,N.Dethi




System) present to maintain
the application

14,

Admin / super-admin
module in the application
included in scope of the
audit

es

15.

No. of web services
integrated with the
application

No

16.

Detalls of the Operating
System Deployed Server
(i.e., Window-2012, Linux,
AlX Solaris, etc.)

Linux (RHEL, Ubuntu)

eb/Application Server with
version (i.e., 11 5.0, Apache,
Tomcat, etc.)

Apache

18.

Serve Side Language used
[Server side Scripts] (i.e.,
ASP, Asp. NET, JSP, JAVA,
PHP etc.)

PHP

19

Back-end Database used
(Ms-SQL Server,

PostgreSQL, Oracle, etc.)

MySal
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